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Managed Email Security

Your email’s first line of defense

\¥, Canadian based, owned and operated.

Today there are many ways to deal with spam, viruses, worms and phishing. But there’s
only one sure way to keep it from affecting your organization — by preventing it from
entering your network perimeter in the first place.

Prevention of this sort takes a unique approach. It takes ZEROSPAM’s Managed Email
Security Service. That’s because ZEROSPAM protects your gateway against harmful
email content by filtering its flow BEFORE it reaches your servers.

ZEROSPAM is a Canadian company dedicated to innovative email solutions. Our team
of email experts has spent more than 18 months perfecting ZEROSPAM’s multi-layered
architecture. It is based primarily on open source software and incorporates 15 filtering
layers to produce a detection rate of more than 96%. This multi-layered approach
represents the best filtering efficiency guarantee. The only commercial component
of ZEROSPAM’s filtering architecture is Cloudmark’s message fingerprinting™ layer.
Genotype analysis has proven to be the single most effective tool in the fight against
image spam. Its efficiency against this new form of spam is exceptional.
Cloudmark’s fingerprinting algorithm allows its system to identify and thwart new
threats in real time. ZEROSPAM is also highly effective in permitting the email you want.
Thanks to our superior accuracy, the ZEROSPAM solution has an extremely low
false positive rate. The system provides administrators access to Web-based
management tools in addition to weekly statistical reports.

ZEROSPAM is the fastest IT solution you will ever implement. A simple DNS update
to your MX records redirects your email to our multiple, redundant filtering servers located
in secured data centers. In a few milliseconds, emails are filtered by ZEROSPAM’s own
multi-layered scanning engine - removing spam, viruses, worms, executable files, phishing
attempts and other harmful content. A purified email flow is then routed to your inbound
mail server. There's no need for staff training, no installation required, no hardware
upgrades - no capital expenditure. ZEROSPAM is a scalable solution. The service
fee is based on the number of email addresses linked to the protected domain.
Small organizations can afford this high-end solution, while large government agencies
enjoy the advantage of paying the lowest rate per address.
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HIGHLY

PROFESSIONAL

MANAGEMENT

FULL

SECURITY

“Using managed filtering services
is proving to be the most
effective means of controlling
email traffic.”

[t-director.com

FREE

30-DAY TRIAL

OBLIGATION

Find out why ZEROSPAM is the
most effective anti-spam solution
available today. Try ZEROSPAM
for 30 days, with no risk and
no obligation. Go to
www.zerospam.ca/trial today.

* Canadian based, owned and operated.

ZEROSPAM is managed by messaging infrastructure experts and supervised by CISSP®
certified professionals. Security is managed according to 1ISO17799 guidelines.
Administrators undergo a thorough background check before joining the ZEROSPAM
team, follow a strict code of ethics and sign a confidentiality agreement. ZEROSPAM’s
customer support service is quick, personal, reliable and highly professional. Hundreds
of organizations, including large private corporations, law firms and government
agencies have entrusted ZEROSPAM with their email security.

Email traffic is routed to our network of redundant fail-over filters housed in high security
data centers. These centers are all located in Europe and Canada — exempt from
the U.S. Patriot Act. Because ZEROSPAM is completely network based, it keeps
client IT infrastructures clean while taking a load off bandwidth and gateway
resources. A high availability, redundant architecture offers continuous service and
provides message queuing, should the client server become unavailable. With firewall
rules, incoming mail can be restricted to ZEROSPAM servers, providing excellent
protection against DOS or DDOS attacks as well as DSN Backscatter. The antivirus
engine provides an effective first line of defense against malware. For added security,
encryption protocols such as PGP and TLS are fully supported.

Benefits

= Keeps your network perimeter clean

= Immediate implementation

= High availability, redundant architecture

= Frees IT resources from spam management
= Significant bandwidth usage reduction

=» No capital expenditure

= Protection from obsolescence

= Protection from Section 215 of the Patriot Act

= Real-time protection against phishing
and image spam

= Managed by email experts

= Active queuing service if client server
becomes unavailable
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